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Information notice about collecting, processing and protecting of personal
datain ESPON

1. Context

As the ESPON Managing Authority collects and furthecesses personal data, it is subject
to the General Data Protection Regulation No 678826f 27 April 2016 on the protection of
natural persons with regard to the processing ssqmal data and on the free movement of
such data, and repealing Directive 95/46/EC. Reggrthe collection and processing of
personal data, operations are undertaken underegponsibility of the ESPON Managing
Authority.

2. What personal information do we collect, for what purpose, under which legal bases
and through which technical means?

Types of personal data
Per sonal data collected and processed for Public Procurement

« Name

« Function

+ Contact details (e-mail address, business telephom#ber, mobile telephone number,
fax number, postal address, company and departroeantry of residence, internet
address)

+ Certificate for social security contributions anaaéds paid,

« Extracts from judicial records

« Bank account reference (IBAN and BIC codes), VATnier, passport number, ID
number

« Information provided for the evaluation of selenticriteria or eligibility criteria of
tenders: expertise, technical skills and languaggiscational background, professional
experience including details on current and pagileyment

« Declaration on honour that tenderers are not inadrtee exclusion situation

Per sonal data collected and processed for communication and evaluation pur poses

« Name
+ Organisation
« Position

+ Contact details (e-mail address; telephone number)
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Per sonal data collected and processed for programme management and implementation
pur poses

- Name

+ Organisation

+ Position/function

+ Contact details (e-mail address, business telephom#ber, mobile telephone number,
fax number, postal address, company and departroeantry of residence, internet
address)

« Bank account reference (IBAN and BIC codes), VATniner, passport number, ID
number;

+ Employment related information (salary slip, so@aturity payment, holidays, sick
leaves, work contract and addenduins)

- Data related to mission co-financed by the ESPO20ZErogramme (travel dates, flight
tickets, accommodation and related supporting decuation necessary for travel
costs reimbursement);

Pur pose

Upon reception of your tender, request, claim, yparsonal data is collected and further
processed for the purpose of programme managemedntrgplementation, the management
and administration of procurement procedures, dt ageother procedures of the ESPON
Managing Authority’s services.

For the communication and evaluation activitiesyryoersonal data is collected and processed
for the legitimate interest of implementing the EB¥Y 2020 Cooperation Programme, and
specifically for communication and evaluation aities.

Legal bases
The legal bases for the processing operations mopal data are:

+ Regulation (EU, Euratom) no 966/2012 of the Europearliament and of the Council
of 25 October 2012 on the financial rules applieablthe general budget of the Union
("Financial Regulation”);

« Commission Delegated Regulation (EU) No 1268/2(1Z9dDctober 2012 on the rules
of application of Regulation (EU, Euratom) No 96&I2 of the European Parliament
and of the Council on the financial rules applieatal the general budget of the Union;

« Luxembourgish law on public procurement in forae particular, the law on public
procurement of 8th of April 2018 (« Loi sur les mia#s publics du 8 avril 2018 ») and
the regulation of 8th of April 2018 (« Réglemenamul-ducal du 8 avril 2018 portant
exécution de la loi du 8 avril 2018 sur les marghdislics »);

! Employment related data is collected only forfatdfose salary is co-financed by the ESPON 202@Rrame
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+ General Data Protection Regulation No 679/201670Agril 2016 on the protection of
natural persons with regard to the processing isigpeal data and on the free movement
of such data, and repealing Directive 95/46/EC.

Technical meansthrough which datais collected and processed

Personal data collected and processed for PuldicuRement purposes is provided during the
tendering procedure by yourself or by a third paiy authorized by you before submission of
the tender.

Personal data collected and processed for comntionicand evaluation purposes is provided
by yourself by completing a registration form whgarticipating at events organised and/or
financed by the ESPON 2020 Cooperation Programni®y @pting in to receive updates on
our activities.

Personal data collected and processed for programma@agement and implementation
purposes is provided by your employer or by yotirslen submitting the application form
and progress reports and by yourself when submittiavel reimbursement requests to the
ESPON 2020 Managing Authority.

The information is collected in files stored in i@plated secure system. The information is
processed by the ESPON Managing Authority staff amght only be transferred to other
institutions in order to accomplish public procuesthprocedures, programme management
tasks or for the purposes of audits, under theorespility of the ESPON Managing Authority.

3. Who has accessto your personal data and to whom isit disclosed?

For the purposes detailed above, access to yosompardata is given to the following persons,
without prejudice to a possible transmission to Hwoelies in charge of a monitoring or
inspection or control task in accordance with EearpUnion law:

« ESPON Managing Authority staff as well as outsigperts and contractors who work
on behalf of the ESPON Managing Authority for thepgoses of management of the
programme, procurement procedure and tender e@iyand the bodies charged with
a monitoring or inspection or control task in apation of Union law (e.g. internal
audits, Financial Irregularities Panel, Europeati-fraud Office - OLAF).

« The general public: in case you are awarded a @acinttyy the ESPON Managing
Authority, some personal data will be made pubiaccordance with the obligations
to publish information on the outcome of the prernent procedure deriving from the
budget of the European Union. The information wdhcern in particular your name
and address, the amount awarded and the name pfdjeet or programme for which
you are awarded a contract. It will be publishedupplement S of the Official Journal
of the European Union and/or on the website oB8®ON Programme.

+ The ESPON Certifying Authorities for the purposevefifications and audits.
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- Financial Controllers or auditors, as relevant, wihark on behalf of the ESPON
Managing Authority for the purpose of audits.

4. How do we protect and safeguard your information?

The collected personal data and all related inftionaare physically stored in the ESPON
Managing Authority premises and/or on the compwervers of the ESPON Managing
Authority.

5. How can you verify, modify or delete your information?

In case you wish to verify which personal dataasexl, have it modified, corrected, or deleted,
please make use of the contact information mentidsedow, by explicitly describing your
request. Special attention is drawn to potentiaseguences of a request for deletion, as this —
in case of a procurement procedure - may lead w@itaration of the terms of the tender and
lead to exclusion.

Concerning the personal data collected and prodef&secommunication and evaluation
purposes, please note that you can ask us atraayatid to update your personal data or to be
deleted from our contact list by sending a reqtesspon2020@espon.mat.etat.lu

In relation to modification, deletion of the persbrdata collected for the programme
management and implementation purposes, pleasdaeiection 6, in particular the obligation
of the ESPON Managing Authority for retaining perabdata in compliance with the article
140-1 of the Regulation 1303/2013.

6. How long do we keep your personal data?

Your personal data is kept:

» According to article 140, point 1 of the EU Regidat 1303/2013, the Managing
Authority of the ESPON 2020 Programme has to enthateall supporting documents
regarding expenditures supported by the Funds aderavailable to the European
Commission and the European Court of Auditors ummuest for a period of three
years from December 31 following the submissiontred accounts in which the
expenditure of the operation is included. The sglian of the accounts is planned to
take place during 2023, meaning that your data lellkept at least until S1of
December 2026. In some exceptional cases, the salamiof the accounts can take
place during the years following 2023, in whiche#ise stocking of your related data
will be extended accordingly. The abovementionetetiperiods can be interrupted
either in case of legal proceedings or by dulyifiest request of the EC.

» Personal data relating to communication and evialuaictivities will be kept until the
closure of the ESPON 2020 Programme. (31 March 025
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7. Contact information

For any further question concerning the collectod processing of your personal data, feel
free to contact the ESPON Managing Authority, bywgshe contact email
espon2020@espon.mat.etathd by explicitly specifying your request.




